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A tale of Belgrade Wardriving
Luka Z. Gerzic



# whoami

root

o Atari 520ST was my: first box in ‘87 :)

e Onix BBS based on RemoteAccess
2.50 & HyperSpace BlueWave
network '95-"96

e Slackware Linux & IRC from 96, now
Like Love Debian Linux

e Work as independent system architect
- consultant

Internet: FON.FON.BG.AC.YU

e Currently building IT infrastructure for = & s @s = ™ Graiser™

+381 (11) 397 2393
JUPAK  : (220) 11110002031

some of the biggest EU/USA o e
companies



The hardware

= Linux notebook with bluetooth (or
add ASUS BT USB dongle)

x Any decent WiFI (| would recommend
ALFA’s AWUSO036H v5 + optional
glass stand (R7L-8187)

= Hi-gain antena, bigger the better, | am
using 9dB with magnetic stand &
extender cable

= Any device with GPS & Bluetooth (I'm
using Samsung Galaxy Tab 8 3.0)

Note: There are copycats for ALFA WiFi's, blue
IS one you like to get




1he softvvare

Debian/Kali/Ubuntu
Kismet

giskismet

gpsd

sglite3

geojson.io

GPS over BT

custom scripts

~ Kismet Sort

INFO

INFO

Yiew Windows

= - i

BSSIC
BSSID:23

BSSID:22aAS

BSSID
BSSID
BSSID
BSSIC

BSSID

BSSID
BSSID
BSSIC
BSSID
BSSID:*

RaqIn



1 he result

naMme

descripton

Encryptior

add row | save | cancel

PR AR XA

“




Data analysis
-

None 2,527

WEP / WEP40 / WEP104 1,240
WPA+AES-CCM 345
WPA+PSK+AES-CCM 7,426
WPA+TKIP 12
None ® WP @ wpae  WPA+TKIP+AES-CCM 51
WPA+TKIP+PSK 4,326
WPA+TKIP+PSK+AES-CCM 12,805

Total scanned



: 76,88% Is using
Data aﬂa‘ySIS only 3 channels

WIiFi channels utilised

7,946

8,000

6,872 L,2[3

6,000

4,000 Se5Ss

e 1,189 g 260875 416

3 4 5 6 7 8 9 10 1" 12 13 14 Channel

2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2462 2467 2472 2.484 Center Frequency




Data analysis

Top manufacturers found

ASKEY
ASUSTek
Belkin

TP-Link
PEGATRON
Intracom S.A.
Huawei Co., Ltd
D-Link

Cisco + Linksys
Nokia

Pirelli
Routerboard
Shenzen

Zyxel

Unknown

2,180
618
499

0O 2,500 5,000

Scanned

7,500

9,411

10,000



Data analysis

x (or 13% out of all scanned)
WiFI hot-spots usable

= 458 hidden
= Average 54Mbps speed
= 129 open HP WiFi printers detected

x 18 Cameras, (7 with possible live feed)

x 52 devices pretending to be something they are not (example: ESSID
name: TP-Link lbut actually a Routerboard)

x 2 open AP's had SSLstrip/SSLsplit enabled
= Provider hotspot’s: 141 KBCNet, 249 SBB, 39 VeratNet



Data analysis

Serbian favourite WiFi naming

Bahato Parkirana Crna
Multipla

Blud i nemoral! ;)
Dalje-neces-moci
DobroDosliDragiGosti
DobroMiTiDosao
Dont tach prekidach
Dushevna bolnica
Dzaba se trudis
DzabelmamSifru

Esi mi dobar?

Hakuj ako mozes! ;)
Hoces? E pa ne moze!
Hvala hackeru ;-)

| Meni Poduvaj Balone
Imamo WI FlI

J " ti zeno majku

KOJI MI [ZZ7.°.C GLEDAS
WIFI?

. ..-dSiMiMilovala
Kombi za prismotru #22
Komsija plati Adsl

Komso ne drpaj net!!

Mrs imam sifru

NEMA DZABE KOMSIJA
Nema dzabe ni kod babe!
Nije za komsije

Od sada stavljaj sifrul!
Plati pa se klati

Pretty fly for a WiFi

1 Ga Imam Sifru

Sifra je *rHrrrrrrs

Smesko casti... al' za
malo ;)

Udji Ne Moras Da Se lzuvas
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HP printers

Models and info
HP 1200w NFC/Wireless Mobile Print Accessory(E5K46A)

Network types: Wireless (802.11b/g/n)
g - Ports: USB 2.0 type A (host) & type B (device)
=) Security management: Supports WPA-2 security with customer
selected passphrase
Network upgradeable firmware: Yes
Memory Flash memory: 128 MB, Standard memory:128 MB

Printer supported:

HP Color Laserdet Printer series: CP1025, CP1215, CP1515,
CP1525, CP2025 HP. Mono LaserJet Printer series: P1000,
P1102, P1566, P1606, P2035, P2055, Pro M401 HP Color
Multifunctional Laserdet Printer series: Pro 100 MFP, Pro M175
MEP, Pro M176 MEP, Pro M1 77 MEP, Pro M251 MFP, Pro M276
MFP, Pro M451 MEP. Pro M475 MFP, CM1312 MFP, CM1415
MFEP, CM2320 MFP HP Mono Multifunction Laserdet Printer series:
Pro M425 MEP, M1120 MFP, M1132 MFP, M1212 MFP, M1319
MFEP, M1536 MFP HP Officejet Printer series: Officejet 100,
Officejet 150




